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Introduction to the Standalone Netformx Collection Engine
Previously there were two options in which to perform an assessment of the client’s
network:

= Netformx Discovery — Network Assessment & reporting tool
= Netformx DesignXpert — Comprehensive network design and assessment tool

Both these options listed above require a subscription of Netformx DesignXpert and
Discovery and are dependent on the Netformx Updater.

Netformx now introduces a third option the “Netformx Standalone Collection Engine”
(referred to throughout the remainder of this document as the Netformx SCE) a self-
contained packaged version of the existing discovery engine, which provides greater
flexibility and portability. It’s designed to be installed on an end-user’s Window’s based
machine located at the site where the discovery operation takes place, albeit free of a
licensed version of DesignXpert or Netformx Discovery or dependency on the Updater on
that specific system. The Netformx SCE is designed to simplify the discovery process
providing you a clear concise assessment of the target network in a short space of time.
However, collecting and processing the results of a discovery action from the SCE can
happen only with a current subscription to DesignXpert.

The Collection Engine can be easily installed either remotely via email on the host machine
at the target location where the discovery process will be performed or can be transferred
via a USB stick and then transported and downloaded.

Target System Prerequisites
In order to successfully assess the target system machine, the target machine must meet
the following prerequisite:

= .NET Framework 4.8
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Recommended Workflow
This section, outlines the recommended workflow for installing the Netformx SCE, running a
discovery and then importing the results in to DesignXpert, which may then be analyzed.

1.

2.

9.

Netformx DesignXpert user logs in to the Netformx HUB using their credentials.

From the Netformx HUB, navigate to the Discovery section to access the Collection
Engine (CE) installer download location.

Transfer the Installation file to the Host user’s machine where the Discovery will take
place and run the installation file in order to download the Netformx Standalone
Collection Engine.

Double-click on the Collection Engine icon and create a new project to contain the
Discovery results.

Configure all the Network settings.
Run Discovery inside the target environment.
Transfer the discovery results (.ndf file) back to system hosting DesignXpert.

Open DesignXpert, access Options = Project Repository, and ensure you have
added your Netformx Hub user credentials here.

Import the project into DesignXpert.

10. Generate reports and analyze the findings.
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Installing and Launching the Netformx Standalone Collection Engine
The Netformx SCE is installed on a Windows-based host machine located on the targets
network where the Discovery will take place. The lightweight Installation file (10Mb) can be
emailed to the target location or can be saved on a USB stick and then downloaded to the
host machine.

The following provides the required steps to install and launch the Netformx SCE to perform
a discovery process of the target network.

The first step is to logon to the Netformx HUB and download the Installation file. Once you
have downloaded the installation file, you can either transfer the installation file via email to
the host machine at the target location or you can save it to a USB stick and transport it
physically to the intended host machine.

To log on to the HUB and download the Installation file to your computer:

1. Logon to the Netformx HUB using your HUB credentials.

NETFORMX"

Login

Using Netformx® credentials

£ user@usefcom

Forgot your password?

OR

( Use Cisco Credentials )

2. From the HUB Landing page, select Discovery; The Discovery page opens.

| SalesXpert Projects Discovery Addresses S ‘ {:o:} @‘ ;7:3;";§Ey,§ma__ I:—) ‘ Support
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3. Inthe Discovery page, enable the options in the Collection Engine pane and
click Download.

Collection Engine

COLLECTION ENGINE

Download collection engine.
Version number: 20.0.1.6

| approve sending email notifications about new versions of the Collection Engine to

By downloading this file | agree to the terms and conditions

The NGDiscoverySetupxxx.msi file starts to download to your host machine.
Upon completion the NGDiscoverySetup.msi file icon appears in the bottom
left-hand side of your screen. You can now copy and send the installation file
via email or copy the file to a USB stick and transport it physically to the
intended host machine where the discovery will take place.

ﬁl MGDiscoverySetup...msi A

To run the Installation file and launch a Discovery:

1. On the host machine, double-click on the NGDiscoverySetup.msi file icon and
select to run the file.
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i MGDiscoverySetup..msi - A

Upon completion the Netformx Collection Engine icon appears on your
desktop.

2. Double-click on the Netformx Network Discovery icon: The Netformx
Collection Engine window is displayed.

- i i = =]
NeTroRMX Discovery Settings = y
\200118

3 Ly
Login Export settings _ Import settings

IP DISCOVERY SETTINGS CLOUD DISCOVERY SETTINGS
1. Discovery Scope* Clearall 2. SNMP  Clearall ® Meraki.com APl application Keys
Add Seed Add Range Add Excluded Range Imsort Hsnges Add SNMP Credentials Add New Application Key
4 Seeds V2 publ
92.168.0.1, 2 Hops:
3. Telnet/ SSH £\ Meraki.com Organization SNMP settings
Add Telnel/ SSH Credentials Add SNMP Credentials

£\ Mumber of Concurrent CL Sessions

@

File Prefi
4. © Cisco Smart Advisor Data ¥ Collect

5. Device Discovery Profile
Ping:

A PerdormPing

A Continue Discavery if Ping Fails

Timeout(4s) | 5000 5| Rewea 22

Cisco IP Phones:

A Collect

Results )

3. Inthe Netformx Collection Engine window, select File > New Project and then
in the window that appears enter a name for your project and click Save.
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4. Select File > Load Settings; The Open window appears.

5. Select your project that you defined in the previous step and click Open; Your
project is loaded into the Netformx Collection Engine and the project title
appears above the window.

6. Inthe Netformx Collection Engine window, select Configure; The Netformx
Collection Engine configuration window appears.

7. Please refer to the Netformx Discovery Step by Step Guide for a complete
description on configuring and running the Network Discovery.

8. Once the discovery is complete a window appears listing all the discovered
devices in the network as defined in the Configuration settings. When you
initiate a Discovery, the application automatically creates a .ndr file which
contains the findings of the Discovery. For further information, refer to
“Importing the Results in to DesignXpert” section below.

Note: For further information, view the following video which provides you
with an insight and detailed information on how to configure and launch a

discovery by “clicking here”.
Importing the Results into DesignXpert

To import the Discovery results into DesignXpert:

1. From the Design menu, select Network Discovery > Discovery Tool > Import
Discovered Network; The Import Discovery Network window is displayed.

& Import Discovery Network . ("]
\/\/ [ » Libraries » Documen = » ~ [ 43 ][ search Documen

Organize v Newfolder = 0 @

= Documents library
Includes: 2 locations

Amangeby: Folder ¥

Name

Custom Office Templates
My Projects

My Received Files

Snagit

Snagit Stamps

Visual Studio 2013

& Pictures

B videos

18 Computer
&, Local Disk (C})
s Removable Disk |
55 vol 1 (G )

NDR File 1,248 KB
NDR File 1,248 KB

File name: My Collection Engine Project.ndr -

2. Select the relevant Discovery output flagged with the .ndf extension as shown
in the example above and then click Open; The results are imported into
DesignXpert and in addition the project appears in the Drawing Browser as
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well as in the main Drawing area. Note that during the import process, a

popup window is displayed giving you the opportunity to view the Discovery
findings before importing the project into DesignXpert.

Analyzing the Results

Once you have imported the Discovery project into DesignXpert you can generate various
reports to assist you in analyzing the Discovery results.

Please refer to the Netformx Discovery Step by Step Guide for a complete description on
configuring and running the Network Discovery.
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