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Protecting your Data 
 
Netformx Collection Engine is a network discovery application designed to provide insights on network 
equipment technology upgrades, replacements, and enhancement opportunities. This privacy datasheet 
aims to inform users about the data collection, usage, and security practices associated with Netformx 
Collection Engine. 
 

Data Collection 
 

1. Types of Data Collected 

a. Network device topology, equipment, and configuration data is available through SNMP 
or SSH. 

2. Data Sources 

a. Network scans and audits are conducted by the Collection Engine application and open 
information. 

3. Data Collection Method 

a. The Collection Engine application runs on authorized workstations installed in the 
network either by the customer, or by an approved partner. 

b. The application collects relevant network data using predefined and configured SNMP 
and SSH collection scripts. 

 

Data Usage 
 

1. Purpose of Data Usage 

a. Provide accurate network inventory and topology information, insights and 
recommendations for technology upgrades, replacements, and enhancements. 

b. Facilitate targeted network migrations and upgrades. 

c. Identify underpowered or underutilized equipment, potential security vulnerabilities 

 

Data Retention 
 

1. Retention Period 

a. The collection engine retains the data collected only for the length of a scan.  

2. Data Deletion 

a. All collected information is placed in a local file that can be deleted at any time.  

b. No personal information collected — only network equipment configuration. 
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Data Sharing 
 

1. Third-Party Sharing 

a. There is no third-party sharing of collected data. 

2. International Data Transfers 

a. There is no international data transfer. 

 

Data Security 
 

1. Security Measures 

a. Encryption: The collected data is placed in an encrypted file for transmission. 

 

User Rights 
 

1. User Rights: 

a. No private personal information is collected. PII Privacy Policy 

 

Contact Information 
 
Netformx, Inc. 
1750 Lundy Avenue, #613172 
San Jose, CA 95161 
Phone: +1-408-423-6600 
Email: sales@netformx.com  
 

https://www.netformx.com/privacy-policy-2/
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