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Netformx Discovery Overview 
 
Netformx Discovery is the SNMP/SSH/Telnet-based audit and multi-vendor network discovery solution 
that is also included in Netformx DesignXpert®. Netformx enables presales, systems, and design 
engineers to quickly and accurately identify and audit networking assets. Netformx Discovery exposes the 
network topology using Simple Network Management Protocol (SNMP), SSH & Telnet, Cisco Discovery 
Protocol (CDP), and Link Layer Discovery Protocol (LLDP), along with Command Line Interface (CLI) 
based equipment and configuration data to interrogate and expose node details. It can capture a baseline 
of existing equipment with detailed specs for each device. Used in conjunction with the Cisco Smart 
Advisor (CSA) formerly known as the Cisco Discovery Service (CDS), DesignXpert - Discovery Reports 
can assist during the analysis phase by identifying device EoX milestone events (End of Life, End of 
Support, etc.), IOS versions, Cisco Product Security Incident Response Team (PSIRTs), Field Notices, 
and resources and gaps in the discovered network.   
 
The v21.x enhanced Discovery engine also uses CLI-Inspection to improve results. We recommend for 
users commonly doing very large discoveries to have 32GB of Memory for a better experience. 
 

Special Note: Motivation for CLI-Inspection 

 
Previously, the legacy Discovery engine collected and analyzed a networking walk based primarily on 
SNMP data. An SNMP-only approach encountered the following limitations  
 

¶ SNMP disabled or not deployed due to security concerns  

¶ SNMP data does not expose all the required details for complete analysis (inventory, ARP 
neighbors, physical connectivity, etc.)  

¶ Not all vendors program their SNMP public MIB variables adequately  
 
Due to the demand for more comprehensive network walks and analysis and to overcome environmental 
restrictions, Netformx enhanced the Discovery collection engine (v21.x) with an alternative approach.  It is 
now possible to invoke CLI commands via Telnet or SSH and for the application to parse the data for a 
limited set of manufacturers.  
 
The V21.x release adds predefined CLI device-level calls to the engineôs network walk phase. Combined 
with the existing SNMP call functionality, this enhancement allows the engine to recognize and expose 
more vendors and their device-level details during the collection and analysis phases. V21.x currently 
supports CLI-calls and analysis to the following vendors: Cisco, Juniper Networks, Palo Alto Networks, 
Dell, Fortinet, VMWare, and 3COM/H3C.   

 

Special Note: Discovering Meraki Equipment 

 
Traditionally, the typical Netformx SNMP Discovery walk did not uncover Meraki assets for a few key 
reasons 
 

¶ Not all Meraki products support or respond to CLI commands 

¶ Not all Meraki SKUs support or respond to typical SNMP calls 

¶ SNMP calls to Meraki products must leverage the Meraki Cloud enhanced SNMP methodology 
 
However, by leveraging the Meraki Cloud data sources and defining an additional set of credentials and 
settings, the v21.x Discovery walk can find, process, and present the Meraki assets for the customerôs 
environment. 
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Please see the Configuring Discoving Meraki Products and Getting Started sections in this Guide if your 
customer environment includes Meraki products. 

Additional Online Resources 
 
We encourage you to take advantage of the additional online resources listed on the Get Support page.  
There you will find information, including 
 

Á Hot Topics 
Á Product Updates 
Á FAQs 
Á Newsletters 
Á How to reach support 
Á Where to submit feature requests 

 
  

https://www.netformx.com/get-support/
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Getting Started 
 
Before conducting a discovery of a customerôs network, we recommend users follow these essential 
steps. Users who followed these steps reported a significant increase in their comfort level using 
Netformx Discovery. They also improved their success rate when conducting their first customer 
discovery. 
 

1. Review the UI & this documentation. 
2. Conduct a test discovery before contacting the customer. 
3. Ask your customer if they have SNMP enabled throughout their network. 
4. Ask your customer to supply you with their list of read-only community strings. 
5. Ask if they have ICMP enabled throughout their network. 
6. Ask your customer to provide you with their list of Telnet/SSH credentials. 
7. Meraki Note: You must have the Meraki.com API application Key for your Meraki-defined 

customer organization(s). 
a. Please consult with your end-customer IT manager and ask them to 

i. Generate and share their organization API Application Key. 
ii. Grant access to their organization. 

b. If you have access to the Meraki Dashboard and customer organization, you can 
generate the end-customer API Application Key and have their Meraki.com 
Organization settings in hand. 

Setting Your Customerôs Expectation 
 

1. Depending on the customerôs networkôs size, it may take as little as 30 minutes to complete 
the network walk or as long as overnight. 
a. The average time for 1000 ï 2000 network devices is approximately two to three hours. 
b. Even though the network walk creates a negligible impact on the networkôs overall 

performance, Netformx recommends conducting the assessment during non-peak 
business hours.  

2. SNMP must be enabled throughout the customerôs entire networking environment and 
running on each device (when applicable) before starting the Discovery. 

3. To collect the device information, you must define all relevant SNMP v1/v2c/v3 read-only 
community strings into the SNMP section.  Please Note: Conducting a discovery does not 
expose the customerôs network or create any security risks. 

4. Please check on the customerôs IT policy concerning ICMP. Netformx Discovery leverages 
Ping to speed the identification of active elements. 

5. Telnet/SSH credentials are required to collect the CSA characteristics used by Cisco to 
perform the necessary backend analysis for the CSA report output. Note that collecting 
device information with Telnet/SSH increases the amount of detail collected (see below in the 
appropriate section) and improves accuracy as there are situations when SNMP data is 
missing. 

6. If you want the Netformx Discovery walk to uncover the Meraki assets, you need access to all 
the associated Meraki.com Cloud Settings. 

7. Schedule an appointment with the customer to conduct a network assessment. Inform the 
customer that this evaluation is an essential first step in the design process as it provides an 
up-to-date baseline for the design discussions.  

8. If you are a non-incumbent Partner, make sure you get the customer to sign a Letter of 
Authorization (LoA), which grants you access to SmartNet contract characteristics. 

9. If you use the Netformx Collection Engine, make sure you define your Netformx Project 
Repository credentials (username & password) inside DesignXpert options ï refer to the 
Collection Engine documentation for further details. Please Note: A lack of a valid Project 
Repository username & password will cause DesignXpert to error when you attempt to import 
the discovered network NDF file created by the Collection Engine. 

https://www.netformx.com/wp-content/uploads/Netformx-Collection-Engine-Guide-Aug2021.pdf
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Customer Site Prerequisites 
 
Before initiating a discovery, please make sure to take the following steps: 

1. Ensure SNMP is enabled and running on all the customerôs devices. 
2. Document all relevant SNMP read community string(s) used in the customer environment 
3. Determine the status of ICMP & LLDP for all the devices in the customer environment. 
4. Have ready all related Telnet/SSH credentials. 
5. Make sure you have the Meraki REST API key (if desired). 
6. Have your list of custom CLI commands ready (if desired). 

 

Tips: 

Á Start with a limited discovery of routers and subnets only. Then analyze the Project to decide  
the limits and requirements of the desired outcome. (Note: a router/subnets only Discovery should 
complete in just a few minutes.) 

Á Start with low limits (e.g., hops, retries, and timeouts). Gradually expand the Discovery by 
changing one parameter at a time.    

 

Start a Discovery 
 

1. Open Netformx DesignXpert. 

2. From the Create New Project menu, select Discover Network from the left-pane. 

 
 

Figure 1: Creating Discovery Project 
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3. From the Create New Project from Network Discovery menu, select ñBlank Project.ò 
  

 
 

Figure 2: Selecting Blank Discovery Project 
 

 

4. The Save As menu opens. 
 

5. Name the Discovery Project, select the Folder/Path, and click Save. 
 
You should now see the Netformx Discovery Settings screen.  Be aware the UI includes an example 
setting for a Discovery Scope and sample SNMP variable ï be sure to clear them before proceeding with 
your customer inputs. 
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Figure 3: Discovery User Interface 

The Discovery Setting screen contains three columns of information: a left, middle, & right division. 
 

¶ Left: IP Discovery Scope 

¶ Middle: SNMP, Cisco SmartAdvisor, Telnet/ SSH, Device Discovery Profile, & Cisco IP Phone 

¶ Right: Cloud Discovery Setting, Meraki.com API Application Keys, & Meraki.com Organization 
SNMP Settings 

 
The Run button (at the bottom middle of the UI) activates once you define all required Discovery 
configuration parameters. 
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Discovery Scope 
 
The first step is configuring the scope of your customerôs network. The Discovery Scope interface 
includes multiple options you can combine to help define and control your network walk span. 
 
We will use the below diagram to describe how to configure your Discovery Scope. 
 

 
 

Figure 4: Discovery Scope Reference Diagram 
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Step 1: Define the Discovery Scope 
 
The Discovery Scope is your definition starting point and includes: 
 

1. Add Seed 
2. Add Range 
3. Add Excluded Range 
4. Import Ranges 

 

 
 

Figure 5: Discovery Scope User Interface 

 

Add Seed 
Select Add Seed to define the Discovery launch point for the customer environment. 
 

 
 

Figure 6: Setting the Seed Router 
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1. IP: This is the seed router IP address starting point for the SNMP network walk. 
 

2. Hop Count: Enter the maximum number of hops you want to extend from the seed router to 
include in the network walk.  For example: 

a. A 0 Hop count discovers the seed router and all devices immediately adjacent to the 
seed router. 

b. A 2 Hop count discovers everything up to two routers away from the seed router. 
 

3. Press the Add button to save the defined seed router. 

4. If required, you can add multiple Discovery seed routersï Please note: Each seed router should 

belong to an isolated network.  Overlapping between seed routers and hop counts may produce 

incorrect discovery results. 

5. To remove any seed from the list, select the listed item and click the remove button.  

6. To edit any seed from the list, select the listed item and click the edit button.  

7. To change the order of any seed, use the  and   buttons. 

 

Add Range 
 
You can configure a complete Discovery to include additional IP elements, ranges, addresses, and 
subnets outside the originating seed router hop count. The previous diagram labels these as an included 
subnet and included devices. 
 
To define and configure other elements, select Add Range: 
 

 
 

Figure 7: Defining the IP Range 
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The Add Range includes four options. 
 
FIRST: IP to IP: Define a contiguous IP range. 
 

 

 
 

Figure 8: Defining a From-To IP Range 

 
SECOND: CIDR IP: Define a range using the IP address and Network Prefix. 
 

 
 

Figure 9: Defining a CIDR-based IP Range 

 
THIRD: IP/Subnet Mask: Define a range using the IP Address and Network Mask. 
 

 
 

Figure 10: Defining a Subnet Mask IP Range 
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FOURTH: Advanced IP Range: Define the IP range using short-cut notation. 
 

 
 

Figure 11: Advanced IP Range Definitions 

 
For example, you would use this exact terminology 10.10.[1-5].[20-22] inside the Advanced IP 
Range to define this detailed list of consecutive IP devices to include in the network walk: 

 
10.10.10.20 
10.10.10.21 
10.10.10.22 
10.10.11.20 
10.10.11.21 
10.10.11.22 
é 
10.10.15.20 
10.10.15.21 
10.10.15.22 

 

1. To remove a range from the list, select the listed item, and click the remove button.  

2. To edit a range from the list, select the listed item and click the edit button.  

3. To change the range order from the list, use the  and   buttons. 
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Add Excluded Range 
 
Use the Add Excluded Range option to avoid addresses/subnets within the defined Add Seed hop 
count or from the Add Range list of Addresses/Subnets.  The Add Excluded Range interface uses the 
same set of configuration options as the Add Range operation. 
 

 
 

Figure 12: Controlling IP Ranges via Exclusions 

 

Import Ranges 
 
The Import Ranges allows you to transfer IP details contained in spreadsheets (XLS) or comma-
separated value (CSV) text files into the scope. 
 

 
 

Figure 13: Importing IP Ranges 
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The UI follows a precise import methodology, as shown below.  You can also cut & paste the information 
into the Import Range interface, or you can use the built-in Add Range and Add Excluded Range to 
modify your address structures further. 
 

 
 

Figure 14: Import IP Range Examples 

Step 2: Define SNMP Variables 

Add SNMP Credentials 
Netformx Discovery uses SNMP to collect device-level details, which requires you to program the SNMP 
read-only community strings into the Discovery UI to communicate with the installed network elements.  
Netformx Discovery supports three SNMPv1, SNMPv2c, and SNMPv3 implementation options. 
 
Select Add SNMP Credentials to trigger the user interface.  SNMPv1 & SNMPv2c present the same 
configuration options, as shown below. Enter each Community read-only string as deployed throughout 
the userôs environment. 
 

 
 

Figure 15: Defining SNMPv1/v2c Settings 
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Netformx Discovery SNMPv3 interface is slightly different as it needs to support the protocolôs v3 security 
options. 
 

 
 

Figure 16: Defining SNMPv3 Settings 

 

¶ User: Enter the authorized SNMPv3 User ID  

¶ Authentication: Discovery supports SHA or MD5 methodology 

¶ Password: Enter the correlating user password 

¶ Encryption: Discovery supports DES, AES128, AES192, AES256, or 3DES 

¶ Security Phrase: Enter the relevant Security Phrase 
 
Depending on the networking environment, you might need to adjust the Timeout and Retries settings. 
 

¶ To remove credentials from the list, select the listed item and click the remove button.  

¶ To edit credentials from the list, select the listed item and click the edit button.  
 

¶ To change the order of credentials from the list, use the  and   buttons. 
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Step 3: Telnet/SSH Credentials 

Add Telnet/SSH Credentials 

 
Use Add Telnet/SSH Credentials to input device login access used throughout the target environment.  
For each active selection (Telnet or SSH), define the associated Username, Password, and Enable 
password, as shown in the UI below. 
 

 
 

Figure 17: Defining Telnet/SSH Settings 

 

¶ To remove credentials from the list, select the listed item and click the remove button. 
  

¶ To edit credentials from the list, select the listed item and click the edit button.  

¶ To change the order of credentials from the list, use the  and  buttons. 
 

Number of Concurrent CLI Sessions 

 
Take care when adjusting the default value (5). Setting a too large value for here competes with the other 
óretry settingsô enabled throughout the remainder of the UI and can result in unexpected errors or odd 
results.  Netformx recommends keeping the number of concurrent CLI Sessions balanced (lower) when 
using larger retry values in the other type of simultaneous (PING, SNMP, HTTP) settings.  
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Figure 18: Concurrent CLI Sessions & CLI Inspection 

CLI Inspection 
 
Enabling CLI Inspection can improve Discovery accuracy for networking environments containing Cisco, 
Juniper, Palo Alto Networks, Dell, Fortinet, VMWare, and 3COM/H3C equipment. Enable CLI Inspection 
increases the time it takes to walk and interrogate all the discovered nodes. With Telnet /SSH credentials 
defined, you can enable the CLI Inspection feature. 
 
The V21.x engine uses predefined vendor templates to extract details. Each template contains a set of 
matching criteria, including an SNMP System Object ID prefix, a regular expression for SSH Version 
value, a regular expression for banner value, or a representing CLI-command. Each template contains a 
list of CLI commands to invoke.   
 
When enabled (checked), the engine   
 

¶ Attempts to find a matching template based on the SNMP system object ID value for the 
discovered node to select it 

¶ Otherwise, the engine attempts to connect to the discovered node using user-defined Telnet\ 
SSH credentials. If it connects, the logic determines the matching template of the discovered 
node using SSH Version or banner and selects it. 

¶ Otherwise, the engine applies smart ó?ô logic to leverage the representing command related to the 
template. Once reached, it invokes. The engine verifies the response and selects it if matched. 

¶ Once the template is selected, the engine invokes all its commands.  
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See the list of templates with their criteria in the table below. 
 

Vendor  Family  System Object IDs  SSH 
Version 

Criteria  

First response (banner Criteria)  Representing CLI  
command  

Match Criteria for 
response  

Cisco    1.3.6.1.4.1.9.  Has 
Cisco sub 

word  

  show version   Starts with Cisco   
Regex: ñ^Cisco(\s)+ò  

Juniper    1.3.6.1.4.1.2636.    Contains JUNOS   

Regex: "(\s)+JUNOS(\s)+"  

    

Palo Alto    1.3.6.1.4.1.25461.      show system info  Contains MAC address 
with mac-address key and 

check if it is Palo Alto  

Fortinet     1.3.6.1.4.1.12356.      get system status  Contains Version: Forti  
Regex ñVersion:(\s)+Fortiò  

VMWare  ESXi  1.3.6.1.4.1.6876.    Regex: 
\s+ESXi shell\s+(.|\n|\r)+www\.vmw

are\.com\/go\/sysadmintools  

    

3com/H3C    1.3.6.1.4.1.43./ 1.3.6.1
.4.1.25506.  

    display 
device manuinfo  

Identify MAC Address and 
check if it is 3COM 

EUROPE LTD  
Regex: 
MAC_ADDRESS(\s)*:(\s)*(

?<mac>[A-Z0-9-]+)  

Dell  Switch  1.3.6.1.4.1.674.10895.
  

    show version  Identify MAC Address and 
check if it is Dell  

Regex: ñBurned In MAC 
Address(.)*(\s)(?<mac>[A-
Z0-9(.)]+)  

  

Dell  PowerEdge  1.3.6.1.4.1.674.10892.

  

    getsysinfo  Identify Mac Address and 

check if it is Dell 

Figure 19: CLI Inspection Logic 

 

Setup CLI Commands 

 

Figure 20: Defining Custom CLI Commands 

V21x introduces changes to the ability to customize CLI calls.  Trigger the Setup CLI Commands to open 
the updated user interface. 
 



 Netformx Discovery  v21.x  Step -by -Step User Guid e 

Copyright © 202 3 ï Netformx  23     Rev1.0 4 ï MAR 2023  

 
Figure 21: Setup CLI Commands UI 

 
óVendor,ô System Object IDs, Area, and Command Name columns are added to the System CLI 
Command grid, as shown in Figure 21.  
 
The possible values for the Area field are  

¶ CSA (command output tied to CSA)  

¶ NTT (command output for NTT)  

¶ CLI Template (if the command is a part of CLI template) 

¶ General (show inventory, show version, and show diag commands defined in 
CLICOMMANDS.XML invoked for Cisco equipment ) 

 
With the Discovery default set to interact with CSA via the Collect option, the following CLI commands 
execute for every device uncovered during the network walk: 

¶ show c7200 

¶ show chassis eeprom 

¶ show config 

¶ show diag 

¶ show diag chassis 

¶ show gsr chassis-info 

¶ show hardware 

¶ show IDPROM all 

¶ show inventory 

¶ show inventory all 

¶ show module 

¶ show rsp chassis-info 

¶ show running-config 

¶ show version 
 
If you disable the CSA Collect option, the following CLI commands execute: 

¶ Show diag 

¶ Show inventory 

¶ Show version 
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Using Setup CLI Commands allows you to define and execute Cisco-only CLI calls and capture the 
output.  After the run and following importing the results into your DesignXpert Project, you can view the 
captured data for each element from its Device Properties page under the AutoDisc group. 
 
Take care in defining custom CLI commands.  It would be best to understand CLI implementation, SNMP 
OID structures, or knowledge with various OS Types and Vendor-specific calls. 
 
In the example shown below, we turned off CSA Collection and added the SNMP show config command. 
The matching OID appears (1.3.6.1.4.1.) labeled óRunning Configô and will execute any device responding 
to SNMP. You can further limit the devices responding by adding Vendor or OS Type characteristics to 
the SNMP call. 
 

 
 

Figure 22: Custom CLI Command Example 

Save CLI Output to 

 
Enable the Save CLI Output to option to indicate your desire to store the captured CLI data in a folder 
location of your choice. 
 

 
 

Figure 23: Saving CLI Command Output 

 
Click the Browse option to expose your desired folder storage path and location. Each CLI call creates a 
subfolder according to its command name and contains every responding IP deviceôs results. 
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Step 4: Collect Cisco Smart Advisor Data 
 
The Discovery engine assumes your desire to interact with the Cisco Smart Advisor (CSA) portal to report 
on meaningful details associated with the discovered Cisco devices by enabling the Collect option by 
default, as shown below.  
 

 
 

Figure 24: Default Cisco Smart Advisor CSA Setting 

 
The Discovery engine combines SNMP and Telnet/SSH calls to collect all the required raw data for CSA 
analysis. Enabling CSA necessitates you to define all the Telnet/SSH credentials used throughout the 
customerôs network. 
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Step 5: Device Discovery Profile 

Ping  

 
 

Figure 25: Device Discovery Profile Settings 

You must understand how the security policy used throughout the customerôs networking environment 
impacts Netformx Discovery and its ability to uncover device attributes. The Device Discovery Profile 
allows you to adjust Netformx Discovery to accommodate when the IT department disables ICMP (Ping). 
 

¶ Perform Ping (Enabled by Default): To reduce Discovery runtimes, Perform Ping checks every 
device throughout the defined IP range(s). When a device responds, Netformx Discovery marks 
the IP address as active, making it easier to know which addresses to query using the additional 
calls (SNMP, Telnet/SSH, & HTTP if Collecting Cisco IP Phone) required to gather details.  
However, when an IP address fails to respond to Ping, Discovery marks the IP address inactive 
and makes no further calls to the Address. 

¶ Continue Discovery if Ping Fails: When enabled, Netformx Discovery continues to query IP 
addresses marked inactive from above in the defined range(s) using SNMP, Telnet/SSH, and 
HTTP (for Cisco IP Phones) in an attempt to collect device details. It is vital to understand that 
selecting this option increases the network walk running time due to the additional calls caused 
by the number of defined SNMP community strings and Telnet/SSH credentials used throughout 
the environment. If you have many devices, community strings, and Telnet/SSH credentials, you 
might need to increase the Timeout control and Retries value accordingly. 
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Cisco IP Phones 
 

 
 

Figure 26: Collecting Cisco IP Phone Details 

 
Enabling Cisco IP Phones Collect tells the application to find Cisco IP Phones and to retrieve 
their configuration. This option allows for HTTP to retrieve the Cisco IP Phone configuration file 
for each identified Cisco phone. The phone analysis includes the Cisco Model Number, MAC 
Address, Serial Number, Host Name, SysDesc, IP Address, and Subnet Mask.  When disabled, 
any Cisco IP Phone found during the network walk appears with a generic IP phone icon on the 
canvas with no additional details supplied. Please note ï enabling the collection of Cisco IP 
Phone details will increase the Discovery runtime due to the extra calls made to collect the 
relevant information. 
 

Configuring Meraki Discovery 

Understanding the Meraki.com Data Sources 

 
The Meraki REST API provides the best access for the v21.x Discovery engine to collect Meraki 
equipment attributes like Product SKU, Serial Number, System Name, Connectivity Links (via CDP & 
LLDP), Product Licenses, etc., during the network walk. 
 
Netformx recommends configuring the Meraki REST APIs to walk the Meraki equipment to extract 
and leverage the equipment configuration details stored inside the Meraki Cloud. 
 
Please note: Using the typical Netformx SNMP calls to the Meraki equipment will not work. If you cannot 
access the REST APIs and need to use SNMP, you must configure the Meraki.com Organization SNMP 
setting UI. However, using the Meraki.com domain definition and organizational SNMP settings results in 
a limited collection of attributes, including Product SKU, Serial Number, and System Name. 
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Meraki Cloud Discovery Settings 
 
Following the Netformx recommendation with access to the REST API Application Key, use the Add New 
Application Key to open the configuration interface. 
 

 
 

Figure 27: Meraki.com API Application Key Control 

Triggering the óAdd New Application Keyô opens the UI 
 

 
 

Figure 28: Add Application Key 
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Generating or Accessing the Meraki REST API Key 

 
The end-customer IT manager or the incumbent Meraki sales Partner should provide you with a copy of 
their REST API Key.  You find the REST API Key inside the Meraki Dashboard.  Log in to the Meraki 
Dashboard (https://account.meraki.com/login/dashboard_login?go=%2F).  Depending upon your login 
access, you might see a choice of Organizations.  Be sure to select the organization that aligns with the 
end-customer environment. The Netformx Meraki Dashboard provides access to three Organizations. 
 

 
 

Figure 29: Meraki Dashboard Organizations 

We will use the Netformx Organization for this walkthrough. Selecting the organization opens the Meraki 
Dashboard landing page. Assuming the IT Manager or Incumbent Partner has not provided you with an 
Application Key, you will need to create it if one does not exist. Application Key details appear inside the 
ñMy Profileò sub-menu. Locate your user name along the upper-right and click the dropdown to open the 
ñMy Profileò UI. 
 

 
 

Figure 30: Exposing Meraki My Profile 

Scroll down inside the My Profile UI to find the API Access. Click the Generate new API Key and copy the 
displayed value 

 

https://account.meraki.com/login/dashboard_login?go=%2F
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Figure 31: Generating REST API Access Key 

 
Copy, paste, and verify the Application Key into the v20 Add Application Key UI 
 

 
 

Figure 32: Paste & Verify the Application Key 
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Verify the API Key and get organizations runs a validation check against the Meraki Dashboard. 
Depending upon access, it might return a list of other Organizations associated with the user profile. 
 

 
 

Figure 33: Post Verification 

 
If the verification process returns multiple organizations, enable the option óLimit discovery for selected 
organizationsô and select the organization(s) that match the scope of the Discovery to the end-customer 
environment to include in the Discovery walk.  Our example set the Netformx Organization. 
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Meraki SNMP Cloud Settings ï Optional 
Netformx does not recommend using the Meraki SNMP Cloud Settings given Meraki SNMP responses 
provide attribute details limited to Product SKU, Serial Number, and Product Name (if configured).  
However, if you do not have access to the Application Key and still want to include basic details about the 
Meraki equipment installed in the customerôs environment, you will need the Meraki Cloud SNMP Settings 
available from the ñMy Profileò sub-menu. 
 

 
 

Figure 34: Meraki Cloud SNMP Settings 

Click óAdd SNMP Credentialsô inside the Meraki.com Organization Settings window to input the values 
described from the Meraki Organization Dashboard noted above and click óAddô to complete the 
operation. The Meraki Hostname and Port details appear by default. 

 

 
 

Figure 35: Add Meraki SNMP Credentials 
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Run Network Discovery 
 
Once you complete all the required and desired Discovery settings for the customer environment, click 
the óRunô button to commence the network walk. 
 

 
 

Figure 36: Run a Network Discovery 

  






































